

Data Protection and Privacy Policy
 

The purpose of this Data Protection and Privacy Policy (hereinafter: “Policy”) is to set out the data protection and privacy principles related to the data collected during the “Geothermal energy sources for district and urban heating” call for applications, in accordance with the rules of the General Data Protection Regulation.


Legislation and abbreviations used and taken into account in the drafting of this Policy:

Infotv.: 	Act CXII of 2011 on the Right to Informational Self-Determination and Freedom of Information 

GDPR: Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Regulation (EC) No 95/46/EC (General Data Protection Regulation) 

Government Decree 197/2018: Government Decree 197/2018 (X. 24.) on the Széchenyi Programiroda Tanácsadó és Szolgáltató Nonprofit Korlátolt Felelősségű Társaság.

Government Decree 507/2022: Government Decree 507/2022 (XII. 13.) on the promulgation of the framework agreement concluded between the Swiss Federal Council and the Government of Hungary on the implementation of the Swiss Contribution for the selected Member States of the European Union to reduce economic and social inequalities within the European Union during the Second Period.

Government Decree 563/2022: Government Decree 563/2022 (XII. 23.) on the implementation framework of the Second Swiss–Hungarian Cooperation Programme.


Definitions

The definitions in this Policy comply with the interpretative definitions set out in Article 4 of the GDPR, in particular:

personal data means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person;

processing means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction;

controller means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by Union or Member State law, the controller or the specific criteria for its nomination may be provided for by Union or Member State law;

processor means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller;	

third party means a natural or legal person, public authority, agency or body other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorised to process personal data;

recipient means a natural or legal person, public authority, agency or another body, to which the personal data are disclosed, whether a third party or not. Public authorities which may receive personal data in the framework of a particular inquiry in accordance with Union or Member State law shall not be regarded as recipients; the processing of those data by those public authorities shall be in compliance with the applicable data protection rules according to the purposes of the processing;

consent of the data subject means any freely given, specific, informed and unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her; 


personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed;

supervisory authority means an independent public authority which is established by a Member State pursuant to Article 51;

If the definitions in force in the GDPR differ from the definitions in this Policy, the definitions in force in the GDPR shall prevail.
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name: 	Széchenyi Programiroda Tanácsadó és Szolgáltató Nonprofit Korlátolt Felelősségű Társaság (hereinafter: SZPI)
Registered office: 		1053 Budapest, Szép utca 2. 4. em.
company registration number: 01 09 916308
represented by: Áron Szakács (Managing Director)
e-mail: 		info@szechenyiprogramiroda.hu   

name: 	National Research, Development and Innovation Office
Registered office: 		1077 Budapest, Kéthly Anna tér 1.
PIR number: 831004
represented by: Ádám István Kiss
e-mail: 		 svajciprogram@nkfih.gov.hu
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The evaluation of the application will be carried out by experts who qualify as data processors, and the contracts with the experts will include the terms and conditions for their data processing.



Data Protection Officers and their contact details


The Data Protection Officer appointed by the SZPI:

name: Dr. Orsolya Sefcsik
postal address: 1053 Budapest, Szép utca 2. 4. em.
e-mail:		adatvedelmitisztviselo@szechenyiprogramiroda.hu 

The Data Protection Officer appointed by the NRDI Office:

name:			Dr. Csaba Gyula Gór
mailing address:		1438 Budapest, Pf. 438
e-mail:		adatvedelmitisztviselo@nkfih.gov.hu 
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	Type of personal data
	Purpose of processing
	Legal basis for processing
	Form of processing
	Duration of processing

	the surname and forename at birth of the data subject
	1. necessary to identify the natural person during the application process;
2. necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations; 
3. for the contact person, the person who prepares and approves the report during implementation 
	1. Article 6(1)(e) of the GDPR;
2. Article 6(1)(b) of the GDPR;
3. Article 6(1)(e) of the GDPR;
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws 

	the title of the data subject
	1. necessary to identify the natural person during the application process;
2. necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations; 
3. for the contact person, the person who prepares and approves the report during implementation
	1. Article 6(1)(e) of the GDPR;
2. Article 6(1)(b) of the GDPR;
3. Article 6(1)(e) of the GDPR;
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the permanent or temporary address of the data subject
	necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations;
	Article 6(1)(b) of the GDPR
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the place and date of birth of the data subject
	necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations;
	Article 6(1)(b) of the GDPR
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the nationality of the data subject
	in the call for experts, the CV may include
	Article 6(1)(e) of the GDPR;
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the e-mail address of the data subject


	1. contact (the data subject can choose the most effective form of contact)
2. registration for events
	1. Article 6(1)(b) and (e) of the GDPR
2. Article 6(1)(e) of the GDPR;
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the tax identification number of the data subject
	necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations;
	Article 6(1)(b) of the GDPR
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the name of the mother of the data subject
	necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations;
	Article 6(1)(b) of the GDPR
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the social security number of the data subject
	necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations;
	Article 6(1)(b) of the GDPR
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the bank account number of the data subject
	necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations;
	Article 6(1)(b) of the GDPR
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the telephone number of the data subject
	contact (the data subject can choose the most effective form of contact)

	Article 6(1)(b) and (e) of the GDPR
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the personal identification number of the data subject
	necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations;
	Article 6(1)(b) and (e) of the GDPR
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the identity card number of the data subject
	necessary to identify the natural person for the purposes of concluding the Agreement and performing the contractual obligations;
	Article 6(1)(b) and (e) of the GDPR
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	the name of the school where the data subject obtained qualification
	in the call for experts, the CV may include
	Article 6(1)(e) of the GDPR;
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	data on the language skills of the data subject
	in the call for experts, the CV may include
	Article 6(1)(e) of the GDPR;
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	previous jobs of the data subject
	in the call for experts, the CV may include
	Article 6(1)(e) of the GDPR;
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	photographs of the data subject
	1. may be included as part of the CV in the call for experts (for identification purposes during the selection period);
2. photos taken at events related to the implementation of the programme and supporting documents submitted for the financial reports of the projects
	Article 6 (1) (e) of the GDPR and Section 2:48 of Act V of 2013 on the Civil Code
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	visual and audio recordings of the data subject
	 photographic and audio recordings of events related to the implementation of the programme and supporting documents submitted for the financial reports of the projects
	Article 6 (1) (e) of the GDPR and Section 2:48 of Act V of 2013 on the Civil Code
	electronic, paper-based
	the period laid down in Hungarian and Swiss laws

	signature of the data subject
	signing declarations, documents submitted for reporting and handover documents and contracts; certifying the authenticity of data recorded in the monitoring system, attendance sheets and representation of the contractor or organisations involved in project implementation (copy of signature)
	1. if the data subject is a contractual partner - Article 6(1)(b) of the GDPR
2. if the data subject is not a contractual partner - Article 6(1)(e) of the GDPR

	electronic, paper-based
	the period laid down in Hungarian and Swiss laws




The transfer of personal data to a third country is based on Article 45(3) of the GDPR.[footnoteRef:1] [1:  COMMISSION DECISION (26 July 2000) on the adequate protection of personal data in Switzerland pursuant to Directive 95/46/EC of the European Parliament and of the Council] 



Principles of data processing

The controller shall process personal data in accordance with the principles of good faith, fairness and transparency, as well as in accordance with the applicable laws and the provisions of this Policy.

The controller processes personal data solely on the basis of the purposes set out in this Policy and for limited legitimate purposes, and does not go beyond the purposes set out in this Policy.

If the controller intends to use the personal data for a purpose other than that for which they were originally collected, the controller shall inform the data subject thereof and, unless there is another legal basis for the processing as provided for in the GDPR, obtain the data subject’s prior explicit consent or give the data subject the opportunity to object to the use.

The controller does not verify the personal data provided, and the person providing the data is solely responsible for their correctness.

The controller shall not transfer the personal data processed by it, with the understanding that the controller shall be entitled and obliged to transfer to the competent authorities any personal data at its disposal and stored by it in accordance with the law, the transfer of which is required by law or by a final and binding obligation of a public authority. The controller shall not be liable for such transfers and the consequences thereof.

The controller shall ensure the security of personal data, take technical and organisational measures and establish procedural rules to ensure the security of the data recorded, stored and processed, and prevent their accidental loss, destruction, unauthorised access, use, alteration or disclosure.


Data subjects’ rights:

The data subject may exercise his or her rights in the following ways:

-	by e-mail
-	by post
-	in person

Right to information and access


The data subject may request at any time that the controller provide information about the data processed by them or by a processor engaged by them or acting on their instructions. This includes details on the purpose, legal basis, and duration of the data processing; the name and address of the processor; the activities related to data processing; the circumstances, effects, and measures taken in response to a data protection incident; as well as the legal basis and recipient of any data transfer, if the data subject’s personal data has been transferred.

In connection with the above, the data subject has the right to request a copy of their processed data. If the request is submitted electronically, the controller shall primarily fulfil it electronically (in PDF format), unless the data subject expressly requests a different format.

The controller informs the data subject that if granting access as described above adversely affects the rights and freedoms of others—particularly their trade secrets or intellectual property—the controller is entitled to deny the request to the extent necessary and proportionate.

The right to rectification and modification

The data subject has the right to obtain from the controller the rectification, modification, or completion of their personal data that is being processed.

Right to data portability

The data subject has the right to receive the personal data concerning them, which they have provided to the controller, in a structured, commonly used, and machine-readable format. They also have the right to transmit those data to another controller without hindrance from the controller to which the personal data have been provided.
Furthermore, where technically feasible, the data subject has the right to request the direct transmission of personal data from one controller to another.

Right to erasure (“right to be forgotten”)

The data subject has the right to request the erasure of some or all of their personal data.
In such cases, the controller shall erase the personal data without undue delay if:
· the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed;
· the processing was based on the data subject’s consent, but the data subject has withdrawn their consent, and there is no other legal basis for the processing;
· the processing was based on the legitimate interests of the controller or a third party, but the data subject has objected to the processing, and—except in cases of direct marketing—there are no overriding legitimate grounds for the processing;
· the personal data have been unlawfully processed; or
· the erasure of the personal data is required to comply with a legal obligation.

If the request for erasure is denied (e.g., if processing is necessary for the establishment, exercise, or defence of legal claims), the controller shall inform the data subject of the refusal and the reason for it. Personal data shall be erased in such a way that, following the fulfilment of the erasure request, the previously deleted data can no longer be restored.

Beyond the exercise of the right to erasure, the controller shall also erase personal data if the processing is unlawful, the purpose of processing has ceased, the legal retention period has expired, or the erasure has been ordered by a court or regulatory authority.


Right to restriction of processing


The data subject may request the restriction of the processing of their personal data if:
· the accuracy of the personal data is contested by the data subject, for a period enabling the controller to verify the accuracy of the personal data;
· the processing is unlawful and the data subject opposes the erasure of the personal data and requests the restriction of their use instead;
· the controller no longer needs the personal data for the purposes of the processing, but they are required by the data subject for the establishment, exercise or defence of legal claims;
· the data subject has objected to processing; in this case such restriction shall be valid for a period it is determined whether the legitimate grounds of the controller override those of the data subject.

In case of restriction of processing, the controller shall not process the personal data concerned by the restriction, except for storage, or process them only insofar as the data subject has given their consent or, in the absence of such consent, data necessary for the establishment, exercise or defence of legal claims or for the protection of the rights of another natural or legal person or of an important public interest of the EU or of an EU Member State. The controller shall inform the data subject in advance of the lifting of the restriction.


The right to object

If the legal basis for processing is the legitimate interest of the controller or a third party (except for mandatory processing) or if the processing is carried out for direct marketing purposes, scientific or historical research, or statistical purposes, the data subject has the right to object to the processing of their personal data. The controller is not obliged to grant the objection if they can demonstrate that: 
-	the processing is justified by compelling legitimate grounds that override the interests, rights, and freedoms of the data subject; or 
-	the processing is necessary for the establishment, exercise, or defence of legal claims.

The controller shall assess the legitimacy of the data subject’s objection and, if the objection is found to be justified, shall terminate the processing

Right to legal remedy

See point IX


Amendments to the Policy

The controller reserves the right to amend this Policy at any time by unilateral decision.

If the data subject does not agree with the amendment, they may request the deletion of their personal data as described above.
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For any questions or comments related to data processing, the data subject may contact the controller’s data protection officer using the contact details provided in point IV.

In the event of a violation of their rights concerning the processing of their personal data, the data subject has the right to lodge a complaint with the data protection supervisory authority of the Member State of their habitual residence, workplace, or the place of the alleged infringement.
In Hungary, the complaint should be filed with the National Authority for Data Protection and Freedom of Information (“NAIH”, address: 1055 Budapest, Falk Miksa utca 9-11.; 1363 Budapest, Pf. 9.; phone: +36-1-391-1400; e-mail: ugyfelszolgalat@naih.hu; website: www.naih.hu).

The data subject may take legal action in the following cases:
· in case of infringement;
· against a legally binding decision of the supervisory authority concerning them; 
· if the supervisory authority does not deal with the complaint or does not inform the data subject within three months of the procedural developments or the outcome of the complaint.
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